Election Laws Position Update
Part 1 Revised
Election Laws Study Committee for Part 1:
Janet Boyd, Allison Brown, Judy Collins, Lisa Koteen Gerchick, Sidney Johnson, Rebecca Lawson,
Susan Mulnix, Jane Newell, Linda Rice, Anna Weber.
Steering Committee for Part 1:
Allison Brown, Lisa Koteen Gerchick, Sidney Johnson, Jane Newell
Editor:
Rona Ackerman

This revision was written in response to the feedback received from the local Leagues of the League of
Women Voters of Virginia

January 11, 2021

Election Laws Position Update: Part I
Table of Contents

Page Reference in the Report

Introduction

2

Part A: Include Election Processes, Laws, and Regulations (e.g. Post-Election Audits)
That Ensure Free and Fair Election Results, Transparency, Security, and Accountability

2

A1. A Concise Statement to the Point That Our Democratic System Depends on Voters’
Faith in the Integrity of Election Processes and Election Outcomes

2

A2. Adoption and Maintenance of Certification Standards and Recertification if Needed to
Meet or Exceed Federally Set National Standards

3

A3. Management of In Person Absentee Voting, Particularly in Light of New No Excuse
Absentee Voting Provision

5

A4. Post-Election Audits

8

Part B: Prepare Amendment to State Position to Strengthen Support for Security,
Including Physical Security of Voting Equipment and Ballots

9

B1. Security of Registration and Election Software Applications and Databases
Throughout the Commonwealth of Virginia

9

B2: Cybersecurity of Election Equipment, Including Electronic Pollbooks,
Local Election Management Systems, Ballot Marking Devices, and Optical Ballot Scanners.

12

B3. Physical Security

17

Part C. Review Language Supporting Electronic Voting

20

Part D. Add a Statement Opposing the Requirement for Photo ID at the Polls

23

Election Laws Position Update
January 5, 2021

1

Introduction
Although state League members are covered by national positions, the League of Women Voters
of Virginia (LWV-VA) wants to articulate its own Election Laws positions more clearly to assure they
fully cover advocacy on issues that may come up. LWV-VA members voted at Convention 2019 to
review and update the following items in the LWV-VA Election Laws position:
A. Include election processes, laws, and regulations (e.g. post-election audits) that ensure free and
fair election results, transparency, security and accountability
B. Prepare amendment to State position to strengthen support for security, including physical
security of voting equipment and ballots
C. Review the language supporting electronic voting
D. Add a statement opposing requirement for photo ID at polls
E. Consider and explore the effectiveness and impact of ranked choice voting
F. Address voter suppression
This will be done in two parts—Part 1 (topics A-D) in 2020 and Part 2 (topics E-F) in 2021. At
the 2020 National Convention, the League of Women Voters of the United States (LWVUS) will consider
the proposal, “Concurrence on Voter Representation/Election Processes (Electoral Systems)”.1 If passed,
its impact will be discussed in Part 2.
LWVUS publishes its position on elections in the Representative Government section of Impact
on Issues, 2018-2020.2 The League of Women Voters of Virginia (LWV-VA) publishes its position in the
Election Laws section of Positioned for Action, 2019.3 In the discussion that follows, we have provided
relevant excerpts from these positions. Fuller descriptions can be found in Appendix A or the source
publications.

Part A: Include Election Processes, Laws, and Regulations (e.g. Post-Election
Audits) That Ensure Free and Fair Election Results, Transparency, Security,
and Accountability.
A1. A Concise Statement to the Point That Our Democratic System Depends on Voters’
Faith in the Integrity of Election Processes and Election Outcomes
Background
Voters have a right to be confident in the integrity of the election process. Election integrity
means that every step of the voting process is trustworthy; that individual votes are secure, confidential,
and counted accurately, and that ultimate outcomes are free from any outside interference. Election
systems, from voter registration through the whole sequence of voting activities and certification, are
vulnerable to the extent that they rely on electronic means to operate, need protection for equipment and
materials, and require well-trained personnel. The U.S. Senate Intelligence Committee reports on Russian
attempts to interfere with our election processes show that concerns about the hackability of our systems
are justified.4 Virginia was identified as one of the states on which hacking was attempted, but
unsuccessfully.5
There is no magic bullet. Securing election systems takes an array of defensive weapons, as
identified in this report. Each weapon (e.g. certification) is critical but is not effective in the absence of
the others. The best we can hope for is to make it very, very difficult/unlikely for a cyberattack or
technical malfunction to occur, and then to have a tested plan to recover from cyber or tech damage
should it occur. Election security also means having voter verified paper trails and post-election precertification audits because some interference or malfunction may not be obvious.
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Study Committee Recommendation
The study committee recommends modifying the current Election Laws Position in Brief to
include the addition of the wording in italics below.
Position in Brief: The League of Women Voters of Virginia believes that democratic
government depends on the informed and active participation of its citizens; that voting is a right and
responsibility; and that election laws, regulations and administrative procedures should be uniformly
designed and applied, and adequately funded to facilitate and increase voter participation throughout
Virginia.6 The League further believes that democratic government, at the state, as well as federal,
levels depends upon the voters’ faith in the integrity of election processes and election outcomes.
Therefore, the League of Women Voters of Virginia supports election laws, policies, and funding to
ensure that elections are secure and the outcomes verified.

A2. Adoption and Maintenance of Certification Standards and Recertification if Needed to
Meet or Exceed Federally Set National Standards
Background
The first Voluntary Voting System Standards were issued by the Federal Election Commission in
1990. The standards addressed factors of security, functionality, privacy, usability, and accessibility. After
the passage of the Help America Vote Act (HAVA) in 2002, an independent testing authority was created
to assess devices against an updated body of standards, the Voluntary Voting System Guidelines (VVSG)
1.0. In 2006, HAVA transferred certification authority to the Election Assistance Commission (EAC).7
During the next 10 years, EAC made only minor changes to VVSG, releasing version 1.1 in 2015.8 EAC
and National Institutes of Standards and Technology (NIST) have started working on VVSG 2.0,9
designed to separate the principles and guidelines for standards (requiring approval by EAC) from the
detailed technical testing requirements. The intention is to allow the implementation of certification to be
dynamic over time, to adopt recognized standards from external agencies, and to ensure that technical
details are approved by technical experts rather than by political appointees.10
The EAC's Technical Guidelines Development Committee, with support from NIST, develops an
initial set of recommendations for each VVSG iteration. Those recommendations must be approved by
EAC after a public comment period. NIST recommends Voting System Test Laboratories (VSTLs) for
accreditation by EAC. EAC certifies voting equipment that is in compliance with the guidelines.11
VVSG 1.1, the current version, has requirements including functionality, usability and
accessibility, hardware, software, telecommunications, security, quality assurance and configuration
management. Cybersecurity-related requirements overlap several of these categories. The guidelines
specify the collection of data to support post-election tabulation audits and include a review of source
code for best programming practices.
VVSG 2.0, approved in principle but lacking testing specifications, reorganizes the requirements
into fifteen principles, of which five are related to security: auditability, ballot secrecy, access control,
physical security, data protection, system integrity, and detection and monitoring. The last two introduce
new requirements to address security risks. Other important updates strengthen criteria for encryption and
authorization.12,13
The greatest weaknesses of the current certification process are the inflexibility of the testing
process and the unreasonable amount of time required to approve updates to the standards. These
problems are compounded by lack of continuity at the leadership level at the EAC. Considering that new
cyberthreats appear every 24 hours, a federal certification standard that takes 10 years to update is
unacceptable. A nimbler approach to implementation of testing may be possible under VVSG 2.0.
Over 80% of the voting systems in use today are provided by only three vendors, according to a
Brennan Center report. The report adds: “VVSG [Voluntary Voting System Guidelines] requirements do
not address the cybersecurity practices of the vendors themselves. Thus, inadequate security of software
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under development, inattention to vetting employees, or poor oversight of supply-chain security could
leave certified voting systems open to cyberattack. Detailed standards for vendor or contractor oversight
are required by other sectors that are part of the nation’s critical infrastructure, including the Department
of Defense.” 14
Current Status of Certification in Virginia
The voting systems in Virginia must meet requirements specified in the Code of Virginia.15 After
receiving EAC certification, voting machine manufacturers (vendors) may apply for Virginia certification
by submitting a Technical Data Package. A VSTL conducts testing according to Virginia standards. After
certification, the Virginia Department of Elections (ELECT) requires that local election officers test all
devices prior to accepting them for use. ELECT will supervise a test use of systems in an actual election
prior to final certification.16
Virginia’s standards build on federal standards by adding state-specific corporate, operational,
and security standards.17 Periodic updates can leverage existing standards that have been adopted by other
government agencies concerned with cybersecurity, as well as best practices in election security. Virginia
requires that vendors report and take action on security or operational failures, or risk decertification. The
standards also include numerous requirements for creating and securing an audit trail of device and
manual activities. Such data are an essential component of post-election audits.18
Most certifications have been conducted under the 2015 Virginia standards, but a handful have
been grandfathered after assessment by ELECT. It is expected that all devices will need to meet the
September 2019 standards in the very near future.19 The new standards state that the State Board of
Elections (SBE) “reserves the right to require recertification when new VVSG guidelines or changes to
regulations and/or standards occur.”20 Decertification can result from reported security or performance
failures, the vendor’s failure to meet certain corporate standards, or at the stated end of life for the
hardware or software.21
Virginia also defines standards for approval of electronic pollbooks (EPBs) placed in use after
May 1, 2014. The SBE adopted new standards in December 2019. The proposed standards strengthen
security for cloud connectivity of EPBs that would support their use in vote centers.22 These new
standards put Virginia in the forefront of election security for EPBs; the federal government does not have
such standards yet (see p. 11).
Current LWVUS and LWV-VA Positions
LWVUS: Leagues should also consult standards developed by the Election Assistance
Commission (EAC) pertaining to voting systems when studying or improving their own voting systems.23
LWV-VA: No position on standards for voting systems.
Study Committee Recommendation
The study committee recommends that the LWV-VA Election Laws position be modified to
support standards and a robust certification process for election systems including
•
•
•
•
•
•

Updating certification standards regularly to keep pace with the state of knowledge of the
cybersecurity landscape.
Ensuring localities have sufficient resources, both expertise and financial, to manage updates to
voting systems as certification standards evolve.
Requiring standards for security practices of voting machine vendors, their personnel and
consultants/contractors.
Requiring standards for secure voting drop-off locations.
Mandating state certification for all components of election management systems.
Recommending that the Commonwealth consult with other states in sharing best practices about.
certification regimes
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A3. Management of In Person Absentee Voting, Particularly in Light of New No Excuse
Absentee Voting Provision
Except when specifically referencing the current Virginia law, which is termed no excuse
absentee voting (NEAV), this report will use the term early voting.
Background
The Brennan Center for Justice (Brennan Center) issued a report in 2013 that recommended that
all states and local jurisdictions implement the following early voting policies to expand the benefits of
early voting nationwide:
•
•
•
•
•
•
•

Begin early in person voting two weeks before Election Day;
Provide weekend voting, including during the weekend before Election Day;
Set minimum daily hours for early voting and provide extended hours outside standard business
hours;
Allow use of both private and public facilities;
Distribute early voting places fairly and equitably;
Update poll books daily; and
Educate the electorate about early voting.24

The bipartisan Commission on Election Administration released a report in 2014 endorsing early
voting.25 While urging states to expand early voting, the Commission also cautioned states not to
simultaneously expand early voting and excessively reduce the resources available for Election Day.26 In
2014, early voting states, on average, provided 19 days for voting.27 The report also summarizes the
objections heard to early voting, including the different levels of information about the candidates,
additional staffing by election officials and campaigns, lost and delayed mailed ballots, and greater risk of
fraud.28
The National Conference of State Legislatures has done extensive work on early voting
processes, as 41 states have statutes allowing some form of no excuse absentee voting.29 Research
published by the Virginia Public Access Project indicates considerable and growing interest by Virginia
voters in voting early.30
LWV-Fairfax Area released a statement in 2018 supporting no excuse absentee voting for both
mail and in person, based on the following reasons:
•
•
•
•
•
•
•
•

All voters should have equal access to the ballot.
No voter should have to provide personal unrelated information to cast a ballot.
Voters have experienced confusion about their eligibility to vote before Election Day.
Voting absentee in person is as secure as voting on Election Day.
Local Election Offices have had success in reducing long lines on Election Day by encouraging
absentee voting.
For voting absentee in person, eliminating the cumbersome process of completing the absentee
application would save time as well as the expense of printing the form.
Extra personnel are needed to explain the form and check it for completion before a voter can
proceed to checking in.
Eliminating the use of the application form would speed the voting process considerably.

The Fairfax Area League also indicated their belief that the costs would be a wash, with gradual decrease
of voters on Election Day at the polls.31
Early Voting in Virginia
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Effective for the November 2020 General Election, Virginia law now allows any registered voter
to vote by absentee ballot in person or by mail beginning 45 days before election day, without any excuse.
This changes the 2019 rule that would have allowed in-person only voting, beginning on the second
Saturday immediately preceding any election in which the voter is qualified to vote, without providing a
reason or making prior application for an absentee ballot.32 The 45-day rule was passed by the 2020
General Assembly ,33 and was signed by the Governor. The 2020 General Assembly, with the Governor’s
signature, also approved allowing voters to be added to a permanent list of absentee voters who will be
sent an absentee ballot for mail-in voting.34
Satellite voting locations used during early (or in-person absentee) voting may also be thought of
as vote centers because they permit eligible voters to vote at any voting location in their jurisdictions
regardless of their precincts.35 League of Women Voters of the Fairfax Area (LWVFA) proposed adding
to the election laws position support for pilot programs using vote center in local elections. The LWV-VA
approved it by concurrence at Convention in 2013. At the time, LWVFA observed that “Vote centers may
also be compared to the satellite offices for in-person absentee voting used by the six jurisdictions (as of
2011) in Virginia.”36 The concept was that, once vote centers gained acceptance through a pilot program,
the General Assembly might approve them.37
The LWVFA’s position statement recommended using vote centers for primary or local elections
with a history of low turnout. It is expensive for a jurisdiction to provide equipment and election officers
for all its precincts for a primary or local election that only draws 15 percent or less of the voters. At the
time Fairfax was asking that vote centers be used for these elections only. The concurrence document
noted that some states use vote centers instead of precincts in general elections but did not recommend
that for Virginia.38
The 2020 General Assembly changes in large part reflect the SBE-endorsed early voting
recommendations included in a 2019 ELECT report.39 This report, prepared before the 2020 Session,
addresses various issues that were predicted to arise due to the more limited 2019 expanded absentee
voting rule that only permitted no-excuse absentee voting for in-person voters. However, the new full 45day early voting period that will go into effect in November 2020 has similar challenges, including the
need to add voting centers, election security, and other enhancements. The following chart describes the
various SBE-endorsed legislative proposals.
Bill Topic
Technical
Changes

Summary
• For special elections, absentee voting in person shall be available as soon after the
deadline in the Code §24.2-701.1(a) as possible.40
• Absentee ballot applications may be completed either at the general registrar’s office
or at any of the additional locations for absentee voting.41
Voting
• Clarifies that any applicant who is in line to cast his ballot when a voting center
Centers
closes shall be permitted to cast his ballot on that day.
• Shifts the ability to establish voting centers from county or city electoral boards to
the governing body of each county and city, by ordinance.
• Establishes notice requirements for general registrars when voting centers are
established or changed.
• Makes voting centers equivalent to the office of the general registrar for the
purposes of completing voting early in person.
• Clarifies the requirements concerning distributing campaign materials during the
absentee voting period, with reference to Virginia Code § 24.2-604. (Prohibited
activities at polls; notice of prohibited area; electioneering; presence of
representative of parties or candidates; simulated elections; observers; news media;
penalties).42
Timeframe • Replaces excuse-based absentee voting with a full 45-day period of no excuse
Eligibility
absentee voting.43
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ELECT is proposing to give local registrars flexibility in implementing the new early voting 45day period. Christopher Piper, Commissioner of Elections in Virginia, is particularly sensitive about not
imposing unfunded mandates on localities tasked to implement the new requirements; however, he
believes ELECT can be helpful in providing voluntary standards and guidance (e.g., for pollbooks used
by satellite or early voting centers).44
Registrars’ Perspectives
Allison Robbins, Registrar, Wise County and current president of the Voting Registrars
Association of Virginia (VRAV), supports the full 45-day early voting period. VRAV does not have a
position on early voting, but Ms. Robbins believes that members are generally supportive.45
Gretchen Reinemeyer, Registrar, Arlington County, supports complete removal of an excuse
requirement for both in person and mailed ballots for the entire 45 days. She believes it could be
implemented at no additional cost beyond what is required for the one week, no excuse absentee voting
period under current law. She does not anticipate having to open the early voting centers more than two
weeks prior to the election if a 45-day early voting period is established.46
Walt Latham, Registrar, York County, believes that the switch to no excuse absentee voting can
be done. However, he is concerned about budget impacts and not giving localities enough time to
implement the changes. Mr. Latham believes that the localities are less well prepared to handle mailed
ballots than in person voting because of the necessity of deciding how to mass print and mail the ballots.
He believes that Virginia should set standard rules on minimum levels of service for early in person
voting locations, in order to ensure equal access and uniformity of implementation.47
Dianna Moorman, James City County Registrar, is concerned primarily about early voting by
mail. Her office already struggles with the seven-day deadline. By law, they currently have three days to
mail the ballot to the voter. The ballot then has to travel to the voter, the voter has to complete it, and then
mail it back to the registrar’s office, all within seven days. She would like some restrictions so that voters
are not able to request that ballots be mailed to them, for example, three days prior to an election, which
simply is not possible due to logistics. Having no timeline at the end of the voting cycle will set up the
registrar’s office to fail.48
Current LWVUS and LWV-VA Positions
LWVUS: Since 2013, LWVUS has promoted five key proactive election reform priorities, one of
which is the expansion of early voting.49
LWV-VA: Supports legislation to allow all registered voters to vote absentee without specifying a reason.
Both choices–voting in person or by mail—should be offered.
•The use of satellite voting facilities, in areas where distance or inadequate transportation make it difficult
for voters to reach a central election office for in-person absentee voting;
•The provision by all localities of evening and weekend voting hours at central and satellite offices, for
several weeks before general elections
•The use of electronic means for submitting absentee ballots by military and overseas voters if it can be
accomplished while m a i n t a i n i n g ballot security and integrity;
•A pilot program of all-mail voting to test its use in some elections50
•support for vote centers, added in 201351
Study Committee Recommendation
The study committee recommends that the current LWV-VA Election Laws position on absentee
voting be modified to include
•

Adding for the entire early voting period to the current position on no excuse absentee voting, or
early voting, for both in person and by mail voting.
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•
•

Supporting the use of satellite vote centers to facilitate voter participation and give local registrars
flexibility in implementing early voting in their localities, including determinations of locations
and operational hours.
Recommending that the Commonwealth and localities work together to ensure sufficient funding,
staff, space, security, and access to accommodate all voter participation comfortably.

A4. Post-Election Audits
Background
First introduced in 2007,52 risk-limiting audits (RLAs) are considered the gold standard of postelection audits.53 To conduct an RLA, the election must be conducted using a voter-verified paper trail.
An RLA provides strong statistical evidence that the outcome of an election is right and has a high
probability of correcting an incorrect outcome.54 A random sampling of cast ballots is audited right after
an election and before the election is certified, limiting the risk that the outcome was wrong. The
governmental entity that conducts the audit sets the risk limit, often around 95% (i.e., the audit has a 95%
chance of accurately reflecting the true result), In a nutshell, election officials compare randomly selected
sample batches of cast ballots to the machine counts generated during the election. The sample size is
determined in part by the apparent margin of victory in the contest: the wider the margin, the smaller the
sample has to be. If examination shows a result that matches perfectly or within a predetermined margin
of error, the audit can stop, and the election results are certified. If the results do not correlate, the sample
size must be increased. If the comparisons continue to indicate that the outcome was in error despite everlarger samples, the audit could end in a full recount. The election cannot be certified until the RLA has
ended. In this way, not only is the election audited in a cost-effective way to ensure that the result is
accurate but, if the result is wrong, the audit corrects the error.55
Nationally, the interest in post-election audits, including risk-limiting audits, has grown.56 In
2010, the EAC provided grants to “support research, development, documentation and dissemination of a
range of procedures and processes for managing and conducting high-quality logic and accuracy testing
and post-election audit activities. California, Colorado, and Ohio used the awarded grant money to
conduct research on RLAs, and from 2008 until present, RLA pilots have been conducted in jurisdictions
in California, Colorado, Indiana, Ohio, and Virginia.”57
In 2019, Nevada enacted an election security law that includes phasing in risk-limiting audits;
Georgia will pilot an RLA in 2021.58 Seven states have told the EAC that they will use 2018 federal funds
for post-election audits: Alabama, Colorado, Connecticut, Kansas, Minnesota, Mississippi, and Vermont
(additional states will use the funds for audits, but did not specify post-election time periods).59
Organizations that advocate for election security have long promoted the application of RLAs.60
In 2018, the National Academies of Sciences, Engineering, and Medicine (NAS) recommended that
“States…mandate risk-limiting audits prior to the certification of election results….Risk-limiting audits
should be conducted for all federal and state election contests, and for local contests where feasible.”61 A
strong consensus exists that post-election audits, preferably risk-limiting audits, are needed to protect
elections and assure voters of the accuracy of those elections.
Current Virginia Law and Audits
Virginia requires a post-election risk-limiting audit, but the law only assesses the accuracy of the
ballot scanner machines. Although the statute uses the term “risk-limiting audit,” it does not satisfy the
criteria for a “real” risk-limiting audit. The Code of Virginia (§24.2-671.1. Audits of ballot scanner
machines.) provides for audits of election machines in every locality at least once every five years, but
only after certification of the election’s results. It specifies that the audit cannot affect the outcome of an
election. Thus, it fails to meet three criteria of a “real” risk-limiting audit: that the audit is of ballots cast,
that it is conducted before the election is certified, and that it has the potential to affect the outcome.
ELECT conducted eight pilot audits in 33 participating election board localities in 2019.62 When
presenting its report to the SBE, ELECT indicated that these audits “allowed ELECT to develop a process
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on how to administer the RLA pilot properly.” Additionally, ELECT reported that “the remaining 99
localities would be randomly selected to determine when the audit should be conducted” and the audits
would continue “once the RLA consultant contract is renewed” as the “contractors would help train
ELECT staff to assist localities in administering the audits.”63 ELECT’s report provided five
recommendations and findings:
•
•
•
•
•

The RLA process is manageable.
Ballot storage may need to be adjusted.
Investing in counting scales may be worthwhile.
Auditing large contests is most efficient.
Current statute poses certain challenges.

With regard to the statute’s challenges, ELECT’s report stated that the required random selections of
localities to audit will present challenges as such selections would necessitate that only local contests
conducted wholly within a single city or county be used. This criterion may be difficult to meet for many,
if not most contests in Virginia.64
ELECT anticipates that the next steps are to conduct more audits, see how best to execute RLAs
across Virginia, and then ultimately, to amend the law to institute post-election, pre-certification audits of
election outcomes. There are still institutional, as well as statutory, barriers. Some general registrars do
not necessarily understand how RLAs work and, understandably, confuse them with the existing law,
which conflates machine audits with true RLAs. Registrars are taking a wait-and-see approach.65
Current LWVUS and LWV-VA Positions
LWVUS: Supports voting systems that are secure, accurate, recountable, accessible, and
transparent.66 LWVUS supports only voting systems that are designed so that…the paper ballot/record is
used for audits and recounts; [and] routine audits of the paper ballot/record in randomly selected precincts
can be conducted in every election, and the results published by the jurisdiction.67
LWV-VA: Positions do not address audits.
Study Committee Recommendation
The study committee recommends that the LWV-VA Election Laws position be modified to
support post-election audits including
•

•

Supporting a statutory requirement that risk-limiting audits of selected cast ballots be randomly
conducted in the Commonwealth after each election, with the requirement that each locality be
subject to an audit at least once every five years. Such audits must be conducted in a transparent
manner before the election is certified and with the potential to affect the outcome of the election.
Supporting that ELECT conduct audits across governmental jurisdictions where contests involve
more than one jurisdiction.

Part B: Prepare Amendment to State Position to Strengthen Support for
Security, Including Physical Security of Voting Equipment and Ballots
B1. Security of Registration and Election Software Applications and Databases
Throughout the Commonwealth of Virginia
Background
In 2017, Secretary of Homeland Security Jeh Johnson noted that “cyberattacks on this country are
becoming more sophisticated…and dangerous.” He designated election systems as a subsector of the
existing Government Facilities Critical Infrastructure Sector, which enables the Department of Homeland
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Security (DHS) to prioritize cybersecurity assistance to those state and local election officials who request
it. It also allowed DHS to monitor suspicious activity related to state election systems, and to issue alerts
regarding attempted intrusions.68 Intelligence officials believe that election systems in all 50 states have
been probed.69 Compromise of voter registration data through malicious modification, additions,
deletions, or through ransomware or denial-of-service attacks would result in disruption at polling places
on Election Day, disenfranchisement of eligible voters, and/or casting of illegal votes, delay and expense
in processing provisional votes, and loss of confidence in the outcome of an election.70
Federal agencies, including DHS’s Cybersecurity and Infrastructure Security Agency (CISA)71
and NIST72, have developed cybersecurity best practices for critical computer infrastructure, including
actions to combat risks specific to voter registration databases.73 The Center for Internet Security (CIS)
Handbook for Elections Infrastructure Security describes 54 best practices for network-connected
election systems.74 Daily innovation in techniques by cyberattackers makes it impossible to provide a
comprehensive, static list of cyber defense strategies. To stay abreast of security alerts, CIS hosts the
Multi-State Information Sharing and Analysis Center (MS-ISAC), which monitors networks and provides
early warnings on cybersecurity threats.75
States are more likely than municipalities to have resources to engage highly qualified staff and to
contract with cybersecurity experts to harden their systems. Ensuring that localities employ strong
cybersecurity standards for access to the central system is constrained by the independence of each
jurisdiction. Cost, resources, and resistance to central authority may hamper a state’s ability to fully
secure interfaces to the election system.76
Virginia’s Voter Registration Database
The Virginia Election and Registration Information System (VERIS) was implemented in 2007.77
VERIS is the current centralized election management system. In 2019, a Joint Legislative Audit and
Review Commission assessment found that VERIS was not sufficiently functional or reliable.78 ELECT
plans to implement a new system in 2022 if the General Assembly provides funding.79
VERIS runs on infrastructure managed by the Virginia Information Technologies Agency
(VITA), which has adopted standards of NIST for computer security.80 VERIS provides interfaces for
three types of users:
•
•
•

ELECT staff, who access VERIS using VITA-managed computers over the Commonwealth
Virtual Private Network (VPN)
General Registrars, who access VERIS from locality computers using two-factor authentication
Citizens, who access the online registration portal over the internet from the Department of Motor
Vehicles (DMV) or from an independent computer.

New voter registrations are entered from paper forms or submitted electronically, and they must
be approved by the General Registrar in a voter’s locality. Changes or deletions to the voter list are based
on data that ELECT receives from the Department of Motor Vehicles, the National Change of Address
database, the Bureau of Vital Statistics, the multi-state Election Registration Information Center, and
court records.81 General Registrars are responsible for assigning voters to precincts based on their
addresses. These data are used to produce extracts of the registration list to be loaded onto EPBs, or to
create printed pollbooks for localities that do not use EPBs.82 At the close of an election, General
Registrars are responsible for entering vote counts into VERIS for each contest in their locality. They also
upload or manually enter voter credit data to indicate which voters participated in the election. VERIS
tabulates the vote counts and exports data to the Election Reporting System for communication of the
results.83
Virginia has 133 localities that vary widely in population and resources. The knowledge and
financial capabilities required to safeguard computers used for VERIS access are scarce in some
localities. If local systems are also used to run other office or personal applications, a staff member may
unintentionally compromise the integrity of the connection to VERIS. For example, internet browsing or
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accessing email on an insufficiently protected computer could introduce malware that attempts to breach
the central computer’s defenses.84 The use of removable storage devices, such as USB drives, to
download pollbook data or upload voter credit data introduces another means of introducing malware to
the system.85 Providing a web portal for voters to view and maintain their own information makes voter
registration more accessible to citizens. However, it also offers a possible avenue for cyberattack.86
In 2019, Virginia enacted legislation requiring the development of standards to ensure the
security and integrity of the voter registration system and the supporting technologies used by localities to
maintain that information.87 ELECT is working with CISA to identify vulnerabilities and perform risk
assessments; it requires localities to conduct annual cybersecurity self-assessments and to participate in
one of CISA’s information sharing and analysis centers.88 In its narrative budget regarding use of 2018
HAVA funds, ELECT proposed “to substantially increase the security posture of the election
infrastructure used in the Commonwealth of Virginia through cost-effective implementation of the
standards, policies and best practices” developed by VITA and federal standards-issuing agencies.89

Figure 1: A simple representation of VERIS and its interfaces as of 201890
ELECT has a culture that supports strong cybersecurity practices and is moving toward
increasing its defensive capabilities. For example, the state currently participates in MS-ISAC and is
working with consultants to bring best-practice cybersecurity to its central election system. The
Governor’s 2020 budget proposal would fund new staff in ELECT’s IT and Training areas.91 Recent
legislation requires ELECT to work with localities to ensure that vulnerabilities in remote access are
addressed. ELECT has plans to upgrade or replace VERIS in the near future. This progress should be
supported and reinforced by the League’s positions on election laws.
Current LWVUS and LWV-VA Positions
LWVUS: Supports voting systems that are secure, accurate, recountable, accessible, and
transparent.92 Five focus areas were identified by the League as essential to protecting the votes of all
citizens and improving election administration overall, one of which is to improve administration of
statewide database systems.93
LWV-VA: Positions do not address security.
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Study Committee Recommendation
The study committee recommends that the LWV-VA Election Laws position be modified to address the
security of registration and election software applications and databases including
•

•
•

Supporting the Commonwealth’s provision of sufficient resources for
o adequately staffing central information technology functions and maintaining infrastructure
and applications to the highest level of cyberprotection.
o supporting localities in securing systems that access central registration and election
applications.
Supporting the Commonwealth’s participation in national and multistate associations that develop
cybersecurity standards, monitor emerging threats to critical infrastructure, and identify
protection strategies.
Supporting the acquisition and maintenance of a voter registration and election management
system that meets the highest standards for security, usability, reliability, and functionality.

B2: Cybersecurity of Election Equipment, Including Electronic Pollbooks, Local Election
Management Systems, Ballot Marking Devices, and Optical Ballot Scanners.
Background
Election Management Systems (EMS)
An EMS is an integrated suite of applications that can be used in local jurisdictions for “back
office” tasks related to elections. The primary tasks are to define the content of a ballot, create a ballot
layout, create files that control the operation of ballot marking and tabulating devices, and accumulate the
voting results from multiple precincts to produce a local tabulation. The EMS generally resides on an off
the shelf computer (COTS) in a locality’s central office and sends data to and receives data from precinctlevel devices via removable media such as USB drives.94 Using the EMS computer for email raises the
risk of a successful “spear-phishing” attack on the system.95
If malware is introduced into the computer on which the EMS runs, then infection of ballot
definition file media can occur.96 This is more likely if the computer is also used for web browsing, music
streaming, email, etc. Removable media are vulnerable to cyberattack if they are used for any purpose
other than transmitting ballot definition files, can be accessed by unauthorized persons, or are from
sources whose security practices cannot be verified.97
Because of the technical complexity of the task, some localities delegate the creation of ballot
definition files to the voting system vendor’s personnel or other consultant. Vendors and contractors may
have access to sensitive data such as ballot layouts, device configurations, and voter data that could be
exposed if stored outside the jurisdiction’s control.98
Ballot Marking Devices (BMD)
BMDs provide an interface (e.g., tactile keyboards, ports for headphone jacks or sip-and-puff
devices) to assist voters who have accessibility needs that interfere with marking a paper ballot; BMDs
produce a marked ballot which is then scanned or counted manually. The BMD prints a ballot that is
either identical to ballots marked by hand or is a summary of the voter’s choices.99 The advantages of
BMDs (other than their assistive features) are that they create unambiguous selection marks, prevent
overvoting, and warn about under-voting. The disadvantages are that they are complicated to manage and
operate, and that they put the onus onto voters for discovering and reporting discrepancies on a machinemarked ballot.100
BMDs are special-purpose computers that are vulnerable to error as a result of hacked or
corrupted ballot definition files or infected removable media. The ports that allow insertion of a voter’s
assistive device also offer points of access for cyberattack. Of particular concern is that newer BMDs
encode the voter’s selections in a barcode for ease in scanning, as well as listing them in plain text.
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However, since the voter is unable to decipher a barcode, these devices could alter a voter’s selections
without the voter’s awareness.101 The National Election Defense Coalition opposes adopting ballot
marking devices as the primary method of voting because they introduce unnecessary security risks, incur
unnecessary expense, and are more likely to cause voters to wait to be able to vote.102
Optical Ballot Scanners
Optical mark recognition automates the counting of ballots and can generate a digital cast ballot
image that can be used for auditing, or to simplify the interpretation of write-in votes, ballots that are
empty, or ballots that have ambiguous markings.103 When the ballot is scanned, the devices detect marks
in specific areas. The scanners are required to identify overvotes and to enable voters to retrieve and
discard their ballots before receiving replacement ballots. Ballot scanners can also warn voters, before the
ballot is cast, if undervotes or ambiguous marks are detected. Ballots on which write-in votes are sensed
can be diverted to a separate section of the ballot storage box. At the close of polling, the device is opened
to retrieve the ballots and its vote tallies on a printed strip and removable thumb drive.104 Scanners at the
precinct level provide voters with the option of fixing an error. Central-count scanners are often higherspeed devices; they are generally used for counting absentee or mail-in ballots.105
The advantage of tabulation by scanner is the speed with which votes can be processed, and the
ability of precinct-based scanners to produce a count before the paper ballots are transported to a central
location. Disadvantages include the limitations of a computer system to interpret human variation in
making marks, potential malfunction of the devices due to environmental conditions or mechanical issues,
and the inherent vulnerability of any computer system to attack. Fraudulent vote counting by an optical
scanner is possible if a malicious actor were to gain access to configuration files or to the removable
media used to transport those files to the scanners.106
Electronic Poll Books
There are no national standards for the security and operation of electronic pollbooks.107 The
utility of electronic pollbooks depends on their ability to share up-to-date information across devices and
locations, which poses inherent cybersecurity challenges. Lists of registered voters and other related
information (e.g., whether a voter has cast an absentee ballot) must be transferred onto electronic
pollbooks. After an election, information must be exported from the pollbooks sequentially onto
removable media. Only the Chief Election Officer has the password to initiate the export. After
completing the transfer, the Chief sends the jurisdiction’s medium to the registrar with the other secured
equipment.108 Any transmission of information represents a security risk. CIS states that breaching of or
tampering with voter information is more likely to occur within voter registration systems “but could also
occur in the e-pollbooks themselves and during the transmission of data to the e-pollbook.”109
In 2018, NAS proposed three recommendations for electronic pollbook security.110 First,
jurisdictions should establish backup plans in case of electronic pollbook malfunction. Second, Congress
should authorize and fund NIST to develop security standards and protocols for electronic pollbooks.
Finally, NAS recommends that election administrators develop security plans and procedures for
assessing and testing electronic pollbook vulnerabilities. The Brennan Center also recommends:
•
•
•
•
•
•

Limit or eliminate connectivity to wireless networks (including Bluetooth) whenever possible.
Implement proper security protocols when wireless connectivity is required (e.g., when using
devices like iPads that do not support a wired connection).
Ensure that systems are properly patched as part of Election Day preparations.
Keep appropriate backup of voter registration information in polling places.
Provide sufficient provisional ballots and materials for two to three hours of peak voting, in case
of electronic pollbook failure.
Train poll workers to implement pollbook contingencies. 111
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Best Practices for Electronic Voting Systems
CIS’s Handbook for Elections Infrastructure Security presents 17 best practices for election
system components that are “indirectly connected”, i.e., without persistent network or wireless
connectivity but utilizing removable media for transfer of data between devices.112 Their high priority
recommendations cover the following topics:
•
•
•
•
•
•
•
•
•
•
•

Separate the election management system from all activities and applications that are not
election-related.
Limit physical access; restrict the number of staff who can access the system or device; employ
strong access controls; remove default credentials.
Ensure all devices have the latest security patches and software updates; implement a change
freeze prior to major elections.
Store master images of application and device software on a securely managed offline system;
verify the validity of the code base through hashing algorithms or other accepted procedure.
Disable wireless capability; prohibit remote access.
Configure systems to recognize only specific removable media devices (i.e. by serial number);
encrypt data transferred by removable media; use write-once media for transferring critical files;
control physical access to all removable media.
Utilize tamper evident seals on all external ports that are not required for use.
Document an Acceptable Use policy that details appropriate use of the system and all electionrelated data.
Ensure staff is trained in cybersecurity and audit procedures.
Conduct criminal background checks for all staff including vendors, consultants and contractors
supporting the election process; conduct regular independent audits of their security controls.
Perform system testing on all devices prior to elections; conduct acceptance testing when
installing new or updated software or new devices.

Other cybersecurity and election experts have published recommendations that reinforce and
extend this list of best practices. NAS calls for states and local jurisdictions to have policies in place for
routine replacement of election systems, to avoid the security risks of obsolete systems.113 The Belfer
Center at Harvard’s Kennedy School notes that best practices for prevention of cyberattack must be
accompanied by procedures for detection (such as testing, monitoring and auditing) and recovery (such as
offline backups and alternate manual procedures), and highlights the need for oversight of vendors and
contractors. Requests for proposals, acquisition, and maintenance contracts should include explicit
security stipulations to ensure that vendors follow appropriate security standards.114 In a letter to
Congress, the National Election Defense Coalition focused on three high-level objectives for ensuring
election integrity:
1. Establish voter-verified paper ballots as the official record of voter intent.
2. Safeguard against internet-related security vulnerabilities and assure the ability to detect attacks.
3. Require robust statistical post-election audits before certification of final results in federal
elections.115
Election Equipment in Virginia
Virginia’s 133 localities are responsible for purchasing, managing, and operating devices that
support the election process. Each Board of Elections may choose among the systems that have been
certified by Virginia. In 2019, four vendors supplied voting devices in Virginia. The devices included five
models of ballot marking devices (BMD), ten models of optical scanner, and one hybrid BMD/scanner
model.116
Each locality is required to provide vote casting methods that accommodate different physical
abilities and, depending on local demographics, different languages.117 This generally means that at least
one ballot-marking device with special adaptations is available in a precinct, even if most voters vote by
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hand-marking a paper ballot. Ballots may be counted by optical scanners or by direct recording electronic
(DRE) devices that produce a record of each vote. Thus, each locality has a particular suite of devices that
must be properly configured and maintained. In 2016, the Code of Virginia was amended to prohibit
DREs after July 1, 2020.118
Virginia law119 requires voting systems to pass state certification standards, which in turn
mandate that the systems have first achieved certification by the Election Assurance Commission (EAC).
The standards are intended to establish baseline functionality, accessibility, and security of systems.120

Figure 2: A simplified diagram of the possible components of a locality’s election infrastructure121
As shown in Figure 2, electronic voting systems are comprised of interrelated components: a
local election management system, ballot marking devices, optical scanners, and (until July 2020) DREs.
These components are considered one unit for the purpose of federal and state certification. Although
each device has unique vulnerabilities, they also share certain risks and benefit from similar cybersecurity
best practices.
Before a local electoral board can place a voting system into operation, it must pass acceptance
testing.122 Voting systems also undergo logic and accuracy (L&A) testing for every ballot style and
system component both prior to and immediately after the election. The EAC recommends producing and
processing a set of pre-audited votes and comparing the counts to the expected results.123 The test must be
observed, and the results certified by an electoral board member, general registrar, or a designated
representative. Vendor personnel must not conduct either acceptance or L&A testing.124
The number of assistive interfaces in a BMD makes it nearly impossible to conduct a manual test
of every device, ballot style, and language. Although Virginia requires that localities conduct L&A
testing, no standards have been developed to assist local election officials to perform these tests
adequately.
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Virginia law allows for both paper and electronic pollbooks; jurisdictions may use their own
funding to purchase electronic pollbooks, as long as they are approved by the state.125 Electronic pollbook
systems used in Virginia are designed by third-party vendors; they use off-the-shelf hardware (e.g., iPads)
and proprietary software.126 Whether due to malicious attacks or just malfunctioning equipment, issues
with electronic pollbooks can cause long wait times and affect voter confidence. Virginia law does not
require jurisdictions to keep paper backups at polling places when electronic pollbooks are in use, though
some jurisdictions do.127 If technical issues prevent use of the electronic pollbooks and there is no backup
available, all affected voters must vote a provisional ballot.128
The SBE has developed procedures and system requirements for electronic pollbooks.
Localities perform acceptance testing when they receive new electronic pollbooks; however, the state
leaves pre-election testing to the discretion of the locality.129 Unlike other election equipment, electronic
pollbooks are often networked to allow information to be sent from one pollbook to another so that, for
example, all the pollbooks in a given precinct indicate whether a particular voter has checked in.
Virginia’s certification standards have specific requirements for connection, encryption, and
authentication to protect the integrity of networked electronic pollbooks, and pollbooks may never be
connected to a publicly accessible network.130
The 2019 update to the Code of Virginia § 24.2-410.2 [B]131 mandates that localities
annually submit written plans and procedures for the security and integrity of technologies used
to access the central voter registration database. In November 2019, the SBE approved a package
of twenty minimum security standards presented by the ELECT. The motion to approve these
standards stated that “In support of improving elections security maturity within the
Commonwealth prior to the 2020 Election, localities are highly encouraged to align their
resources to assure that at a minimum, the standards identified with a Risk Priority of critical and
high, are implemented by September 1, 2020 – along with any others they believe to be of critical
and high risk priority for their locality.” ELECT worked with a selection of nine localities to
develop cost estimates for implementing the standards. Within that diverse group, ELECT found
that “Size of locality does not necessarily imply greater elections security maturity.” and
“Elections security maturity, even to these minimum standards, varies greatly.”132
Current LWVUS and LWV-VA Positions
LWVUS: Supports voting systems that are secure, accurate, recountable, accessible, and
transparent.133
LWV-VA: Positions do not address security.
Study Committee Recommendation
The study committee recommends that the LWV-VA Election Laws position be modified to
address the cybersecurity of election equipment including
•
•
•
•
•
•

Supporting the use of ballot marking devices that produce ballots identical to hand-marked ballots
to avoid vulnerabilities associated with barcodes.
Supporting the use of statewide standards for logic and accuracy testing of election equipment
Requiring statewide standards for security practices of voting machine vendors, their personnel
and consultants/contractors.
Supporting the replacement of devices well before “end-of-life” (when the technology is no
longer supported).
Recommending that the Commonwealth and localities have sufficient resources to follow best
practices for cybersecurity.
Requiring the use of paper backups of voter lists (or other contingency plans) in case of electronic
pollbook malfunction.
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B3. Physical Security
Background
Physical election security should take a broad view, focusing not just on the election machines
but the entire voting system including buildings, personnel, documentation, and operating procedures.
The first step towards assuring physical security is knowing what equipment is owned, controlling how it
is stored and maintained, and documenting changes to system components, both hard and soft.
Documentation must be kept current, and obsolete information purged. The EAC recommends detailed
inventory and ID tags, and keeping a log of all changes to the system, whether a simple inspection, or a
change to a part, or some other adjustment.134
Voting machines and paper ballots need to be kept securely stored. Access to equipment should
be documented and limited to as few individuals as possible, with additional access only as needed, such
as for repair/maintenance. EAC guidelines state that any unauthorized physical access, either to machines
or paper ballots/ballot boxes, will leave evidence of that access.135 A 2009 LWVUS study noted that
physical protection of voting systems includes the period during pre-election preparation, how
components are secured during delivery to polling places, and at locations for in person absentee
voting.136
Ensuring physical security goes beyond protecting against malicious attacks. Proper security
procedures include making sure voters and poll workers cannot inadvertently disrupt the election by, for
example, accidentally turning off or disabling a machine. Polling places should be set up to allow poll
workers to easily monitor the voting equipment/procedures and identify any disruptions.137 The Brennan
Center also identifies emergency procedures and contingency plans as important components of security
and recommends that poll worker instructions and training should include solutions for possible problem
scenarios and documentation procedures should be able to account for non-standard situations. 138
The voting process requires integrity at every step of the supply chain. The Brennan Center
reported that three vendors account for more than 80% of voting systems in use today.139 This includes
not just the voting machines, but electronic poll books, voter registration databases, ballot design, and
configuration of voting machines. In contrast to vendors in other critical infrastructure sectors, these
vendors receive little or no federal oversight. The Brennan Center has proposed a framework for oversight
that includes issuing vendor best practices in the areas such as personnel and supply chain integrity and
expanding EAC’s existing voluntary certification program to include vendors. This takes a step back in
the election preparation process and asks to know more about the vendors and their subcontractors, such
as personnel policies for vetting employees, where parts come from, and how they are kept secure.
EAC’s draft VVSG 2.0 principles describe voting system designs that are physically robust, easy
for voters to use, and straightforward for evaluators. Several of the VVSG 2.0 principles will be relevant
to the physical integrity of voting systems. Principle 12 focuses specifically on physical security and
requires that
“12.1-The voting system prevents or detects attempts to tamper with voting system hardware.
12.2-The voting system only exposes physical ports and access points that are essential to voting
operations.”140
Physical Security in Virginia
ELECT publishes a handbook of procedures and guidelines for local elections officials, and many
physical security items are codified in Virginia statutes. Local electoral boards are responsible for the
security of their voting system, including electronic poll books. Additionally, localities are required to
have a written security plan that is reviewed annually.
Law related to election security in Virginia is changing as a result of HB 2178, which passed
during the 2019 legislative session. The bill is summarized on the Virginia Legislative Information
System141 as follows:
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Virginia voter registration system; security plans and procedures; remedying security risks.
Directs the State Board of Elections to promulgate regulations and standards necessary to ensure the
security and integrity of the Virginia voter registration system and the supporting technologies
utilized by the counties and cities to maintain and record registrant information. The local electoral
boards are also required to develop and update annually written plans and procedures to ensure the
security and integrity of the supporting technologies. The local electoral boards are further required to
report annually to the Department of Elections on their security plans and procedures. The bill
authorizes the Department of Elections to limit a locality's access to the Virginia voter registration
system if it is determined that the county or city has failed to develop security plans and procedures or
to comply with the security standards established by the State Board; such access would be limited as
necessary to address and resolve any security risks or to enforce compliance...The bill requires the
State Board of Elections to convene a work group prior to adopting security standards and to establish
a standing advisory group of local government IT professionals and general registrars to assist and
consult on updates to security standards.
Voting Machines
As of 2018, Virginia requires testing to federal standards.142 The basic requirements for protecting
voting machines and election processes are laid down in the Code of Virginia Title 24.2 Elections.143
Governing all aspects of security is the confidentiality about procedures that must be maintained at the
Electoral Board level and downward.144
Counties may acquire different types of voting equipment that they deem appropriate to their
locations, provided the equipment has been approved by the state. The Virginia Code says that
jurisdictions shall employ dedicated staff, called custodians, to prepare and test the machines before an
election. They are sworn officers who, in the presence of a member of the Electoral Board or the registrar
and a member of political parties and/or a member of the public, put the machines through their paces and
then seal them, numbering the seals as prescribed in the Code. Some localities, however, opt to contract
the L&A testing to vendors’ technicians, often because they lack sufficient IT staff capabilities to perform
those testing functions in-house.
There is no explicit mention in the statute of storing all equipment in locked warehouses or
lockable polling place location just before elections, but that is a precaution followed by election office
personnel.
Election officers must be trained in the use of the equipment, which must be placed so that all
machines are in full view. The officers who receive pollbook cartridges, keys, and seals in sealed
envelopes at the beginning of the day must certify that these envelopes have been received. At the end of
the day the items must be placed in sealed envelopes and signed. Representatives of the two major parties
or candidates themselves must witness the sealing and signing.
After the officers of election have fully accounted for and stored the ballots and any aberrations
and have signed the statement of results, one of the officers must take the ballots, pollbooks, and all
materials in sealed envelopes to the clerk of the court, who retains custody of them, keeping the sealed
boxes in a secure place, waiting until the period for a recount request has passed.
An informal survey of LWV-VA members who serve as election officers, showed that the
respondents had a high degree of confidence in the security procedures observed in their polling places.
One of the respondents is a registrar. The survey is Appendix B.
Recording Information from the Poll Books
Election officers in the polling places that use paper pollbooks certify the names and numbers of
qualified voters who have voted by filling in a separate checklist at the end of the voting day. As stated in
Section B2, if the poll book is electronic, the Chief Elections Officer captures this information on
removable media. EPBs add the numbers consecutively throughout the day. The EPB is marked to
identify the election for which it is used. (Virginia Code, §24.2-611). The count of voters recorded in the
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poll books, whether paper or electronic, is transmitted to the registrar, who uploads the information into
VERIS for voter credit. The registrar then keeps the vote count for two years (§ §24.2-114).
Voter Registration Machines
The main vulnerability of VERIS is in the cybersecurity realm, but there are physical protections.
ELECT’s Commissioner Piper explained that there are two locations for the database, one at the
Commonwealth Enterprise Service Center in Chesterfield County and one at another location in Virginia
managed by VITA. There are periodic reviews of permissions for access based on roles.145 Under HB
2178, ELECT may limit a locality’s access to VERIS if its security plans do not comply with state
standards.
Looking Ahead
Under HAVA, Virginia received funding in 2018 of $9,080,731 to be spent over a five-year
period for upgrading all aspects of the election system and personnel training. Commissioner Piper
specified the deliverables in a letter to the EAC:
1. The Department of Elections will continue to provide multifactor authentication for all users
accessing sensitive data.
2. The Department will provide effective cybersecurity training.
3. The Department will develop the new and updated standards and templates.
4. The Department will conduct training and provide guidance on the implementation of the
standards.
5. Each voting system and electronic pollbook system will be recertified within 4 years, in
accordance with the new certification standards.
6. The Department will establish a 4-year cycle for the review of all equipment certification
standards.
7. The budget attached to this document shows a supplement of 5 percent approved by Governor
Ralph Northam. 146
In September 2019 Congress allocated another $250 million to give to states for election security but did
not set any criteria for how it should be disbursed or spent. Funding depends on the will of Congress to
release it; there is no regular schedule or pattern.147
It must be emphasized that the development of security procedures of all kinds in Virginia is very
dynamic right now. ELECT announced that it has approved the new minimum security standards
developed after the passage of HB 2178 to take effect during 2020.148 The new standards are mainly
focused on cybersecurity, but there are improvements in statewide standardization, such as new
certification requirements for electronic pollbooks to enable them to function well during no excuse
absentee voting.149 There are many provisions for staff training on such matters as incident response and
contingency planning. Election administrators must submit annual reports and are responsible for risk
assessment. The local Electoral Board is accountable for its locality.
Physical access to equipment by personnel, vendors, and maintenance staff is limited and documented.
There should be no superfluous connecting materials. Maintenance tools are permitted only to authorized
personnel. Any equipment that may be taken out of the facility cannot have a label indicating its locality.
Badges and keys are secured. To prevent incidents, there are recommendations for the maintenance of the
environment, such as temperature and humidity control, cable repair, and an uninterruptible power
supply.150
Current LWVUS and LWV-VA Positions
LWVUS: Supports voting systems that are secure, accurate, recountable, accessible, and
transparent.151
LWV-VA: Positions do not address security.
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Study Committee Recommendation
The study committee recommends that the LWV-VA Election Laws position be modified to
address physical security including
•
•
•

Requiring the use of recountable, voter-verifiable paper ballots marked either by hand and
scanned or by a ballot-marking device that produces a paper or card ballot.
Maintaining optimal standards to protect the equipment used in all phases of the voting process,
from computers that hold the database of registered voters to electronic poll books and electronic
voting machines.
Requiring appropriate and systematic training of personnel and polling place election officers.

Part C: Review Language Supporting Electronic Voting
Background
Nearly all voting activity in Virginia today is electronic in some form, from online voter
registration to the casting and tabulation of a hand-marked paper ballot in an optical scanning machine
and initial reporting of results by mobile phone. In the context of this study, “electronic voting” is more
accurately described as “internet voting” or “online voting,” because the reference is to voting via the
internet. Online or internet voting includes not only voting directly from a device such as a computer,
tablet, or smartphone but also the attachment of an absentee ballot to an email, and sending by facsimile
(fax).152 Making voting accessible to voters who face obstacles to voting in person or absentee by mail is
a compelling goal. Citizens with disabilities and voters overseas, notably our military, should be able to
vote with the same convenience as those at home. The issue is whether the convenience outweighs the
risks that internet voting poses to election systems and outcomes.
Internet voting has been subject to study and pilot projects for years, internationally as well as in
the United States.153 In the U.S., West Virginia, Utah, and Denver have piloted internet voting through
mobile phone applications. Arizona, Colorado, Missouri, and North Dakota allow some voters to return
ballots using web-based portals. Nineteen states and Washington, DC allow some voters to return ballots
via email or fax.154 In 2018, West Virginia became the first state to test internet voting through a mobile
application in federal elections by initiating a pilot available to overseas voters in certain counties. In the
pilot, 183 people requested the mobile application, 160 downloaded it, and 144 (78.7%) cast votes.155 A
2019 survey found that West Virginia voters living abroad who could vote online were 3-5% more likely
to vote than those who did not have access to this technology.156 Denver piloted mobile voting for
military personnel and citizens stationed overseas in the 2019 municipal general election. This pilot also
had a high completion rate—120 out of 156 (76.9%) ballots were returned—although the self-selection of
voters participating in the pilot could explain the high rate of return.157
Arguments in Favor of Internet Voting
Internet voting has three primary advantages: (1) it is generally more convenient, and increased
convenience may increase voter participation; (2) it enables specific populations, such as overseas voters
and voters with certain disabilities, to vote more easily; and (3) it may improve accuracy and efficiency of
vote counting.
Internet voting is convenient since the voter does not have to travel to a polling place or wait in
line to vote. Initiating online voting takes some time—each voter has to download and learn to use a
mobile application, verify his/her identity, and then vote—yet, this is likely less time consuming than
voting at a polling location. Internet voting is also more efficient than voting by mail; to vote by mail, a
voter has to request a ballot, wait for it to arrive, fill it out, find postage, and mail it back. Voters who
request ballots online need to be able to print the ballots.
In 2016, it was estimated that 5.5 million US citizens lived overseas.158 The Military and
Overseas Voter Empowerment (MOVE) Act requires that ballots be sent to these voters no less than 45
days before Election Day. Despite this, only 26% of active duty military members cast ballots in 2016 and
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21% of ballots mailed to citizens were returned to local election offices as undeliverable.159 Overseas
military voters face obstacles in transmitting and receiving election-related materials including slow mail
delivery and lack of secure mailing systems.160 A Federal Voting Assistance Program analysis found that
voters who retrieved their ballots online were nearly 50% more likely to vote successfully.161
For voters with disabilities, casting ballots on mobile phones could be significantly easier than
travelling to the polls.162 While the Americans with Disabilities Act requires that people with disabilities
have access to public services such as voting, barriers remain, both in terms of a shortage of voting
machines with accessible features and physical barriers. In 2016, the Government Accountability Office
examined the outside areas of 178 polling places and found that 60% had potential impediments.163
Mobile phones have features that can help voters with a range of disabilities; phones can increase text
size, read the screen’s content aloud, and operate through voice commands.
Internet voting systems record and store ballot selections more efficiently than traditional voting
systems. It is much faster to tally mobile votes than tallying votes from paper mail-in ballots. The
software can prevent voter error when filling out a ballot and decrease chances of ballot invalidation. For
example, the software can be programmed so that it only allows the voter to choose the right number of
candidates for each office. Importantly, election officials are more easily able to monitor relatively small
voting populations using an internet voting application for potential compromises.164
Arguments Opposed to Internet Voting
Election security experts emphasize that elections must be anonymous, secure, accessible,
recountable, and verifiable. Numerous vulnerabilities are created by online voting, including:
•
•
•
•
•
•
•

The inability to accurately authenticate the voter’s identity (forged credentials, limitations of
facial recognition software and lack of biometric data)
System disruption, such as denial-of-service attacks that slow or crash a system
Malware on voters’ devices that can modify votes undetectably
Attacks on servers and routers from remote locations through malware-infested transmissions
Manipulation by either outsiders or insiders (equipment manufacturers, technicians, and others
with legitimate access to election software or data) to undetectably change votes
Spoofing, which would direct voters to a phony website on elections instead of the real one
Voter coercion, such as the use of cryptocurrency to buy and sell votes165,166,167,168

A computer scientist who studies online voting explains, “[O]nline elections might be
compromised and the wrong people elected via silent, remote, automated vote manipulation that leaves no
audit trail and no evidence for election officials…to even detect the problem….”169
Some states have backed away from internet voting. Alaska, which stood to benefit from internet
voting because the population is so spread out and isolated, discontinued its web portal for online ballot
transmission, and Washington state rescinded permission for all but a few voters to return ballots over the
internet in 2018; in both states the vulnerabilities became manifest to their authorities when they visited a
hacker convention.170
Some proponents argue that technologies such as blockchain, a technology intended to keep
information secure, are the answer. Critics contend that “[Blockchain] fails to address many of the
fundamental and universal security challenges inherent to online voting…”171 Blockchain technologies do
not permit voters to verify the actual ballots tabulated and ballots cannot be audited. NAS notes that
blockchain fails to preserve voter anonymity and ballot secrecy and “do[es] not redress the security issues
associated with Internet voting.”172
Another system, end-to-end (E2E) verifiability, can provide online voting that allows voters to
ascertain that their votes were recorded correctly and that their votes were included in the final tally, and
is generally auditable.173 But E2E systems are as prone to malware and denial-of-service attacks as any
other system and do not address voter authentication.174
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The impulse to facilitate voting for military voters deployed overseas and other Virginians abroad
is understandable and commendable but, according to researchers, it is safer for them to make sure they
can take advantage of free postage and expedited return of ballots by mail175 The new law permitting
ballots to be received up to noon on the third day after an election day originated in an effort to ease
voting by military and overseas voters.176 A 2015 report mandated by Virginia statute contemplated a

framework for internet voting by military deployed overseas but made no recommendation
because of the risks and costs.177

A 2018 National Academies of Science, Medicine, and Engineering analysis noted that “Insecure
Internet voting is possible now, but the risks currently associated with Internet voting are more significant
than the benefits. Secure Internet voting will likely not be feasible in the near future.”178
Status of Internet Voting in Virginia
Virginia has entertained legislation to study or to pilot internet voting in recent years.179 Despite
an in-depth study, which included a framework for internet voting, the method has never been tested in
the Commonwealth.180 The study pointed out additional vulnerabilities, such as phishing attacks, where a
person or entity interferes by sending a fake email with malware embedded in an email attachment, which
an employee in a registrar’s office could be duped into opening; at that point the entire elections office
system could be infested; ballot interception, which could either prevent a voter from receiving a ballot;
and ballot spoofing, where a malicious actor either swaps out a real ballot or modifies it before it reaches
the voter.181 An author of the report points out that cyberthreats have become increasingly mature and
ubiquitous, and that he would have greater reservations about internet voting today than he did when the
report was prepared.182
The 2020 Virginia General Assembly approved an extension of the deadline for returning
absentee ballots and extended the deadline for applying for absentee ballot by mail for all (not just
MOVE) voters. 183 The current Commissioner of Elections recognizes that the technology is not “there” to
permit online voting.184
Current LWVUS and LWV-VA Positions
LWVUS: Supports voting systems that are secure, accurate, recountable, accessible, and
transparent.185
LWV-VA: Supports the use of electronic means for submitting absentee ballots by military and
overseas voters if it can be accomplished while maintaining ballot security and integrity.186
Study Committee Recommendation
The study committee recommends that the current LWV-VA Election Laws position be replaced
to include
•

Opposing the return of voted ballots utilizing any aspect of the internet unless and until such
voting can be accomplished while maintaining ballot security and integrity, the security of
elections systems, voter anonymity, and ballot secrecy.
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Part D. Add a Statement Opposing the Requirement for Photo ID at the Polls
Background
Information in this section is based on the recollections and personal records of Therese
187
Martin, the LWV-VA Public Advocacy for Voter Protection Coordinator at the time, and Olga
Hernandez,188 former president of LWV-Fairfax Area.
Under the LWVUS position opposing photo IDs, LWV-VA argued against SB 1256, the bill
requiring that citizens present a photo ID at the polls in order to be eligible to vote, which was passed in
2013 and became effective July 1, 2014. Many other civic organizations also opposed passage. Reasons
for opposition included the high cost, the difficulty for some people in obtaining a photo ID, its
restrictiveness, and the lack of evidence of fraud by voter impersonation. Though unsuccessful at
preventing the photo ID requirement, these organizations did effect changes in the language of the bill—
the final bill wording became, “the State Board shall provide free voter registration …” [emphasis
added].189
Civic organizations did convince the General Assembly to liberalize the mandate to the SBE,
requiring that it provide equipment for local registrars to obtain photos and signatures of voters who
requested ID cards, without cost to the registrars.190 An Executive Order was issued requiring the SBE to
ensure that local jurisdictions had resources to educate the public effectively about the new law. ELECT
developed a coordinated “Are You Election Ready?” campaign employing all forms of media, including
social media, to inform citizens about the new requirement. Civic organizations worked with the election
offices and one another to publicize the new requirement and the availability of the free photo ID.
However, the campaign depended on the ability of general registrars in each jurisdiction to
implement the new requirements. Some provided their staff with photo equipment to take to libraries,
community centers, and even senior residences. A survey of the 133 registrars found only 9 who
definitely planned to take photo equipment into the field and 38 who might. Only one set of equipment
was provided to each jurisdiction, regardless of its geographical area or size of population.191
After the general election in November 2014, the League surveyed its members, many of whom
served as election officers, about their observations concerning the photo ID law. The survey indicated
very few problems, but members reported that the people who did not have current photo IDs were
elderly persons who had recently moved. Further, the survey indicated that those voters either no longer
drove and did not have another photo ID, or they had trouble getting new IDs because of issues with the
documents they did have. Women who have changed their names are disproportionately affected.192 The
Brennan Center also reported anecdotal evidence that there were inconsistencies in the way the new law
was implemented in some polling places. Some voters in Virginia who did not have photo IDs were not
given provisional ballots.193
ELECT reports the number of persons voting provisionally, including those who did not have an
appropriate ID, but does not say why voters had no ID. In 2014, 773 (21%) of those who voted
provisionally had no appropriate ID. In 2019, 611 (~20%) voted provisionally because they had no ID,
about the same as in 2014.194 There is no data on the number of potentially eligible voters who did not go
to the polls because they lacked photo ID.
The photo ID rule was reviewed and upheld by federal courts in 2016.195 Several former state and
local election officials testified at the trial that they were not aware that anyone was unable to vote
because of the lack of photo ID. They said that some voters probably did not follow up their provisional
votes by sending a valid photo ID to the registrar’s office.196 Ultimately, the US Court of Appeals for the
Fourth Circuit upheld Virginia’s photo ID law on the grounds that the state’s law was flexible and did not
exhibit an intent to discriminate.197
Current Status in Virginia
Bills eliminating the photo voter identification requirements were enacted in the 2020 General
Assembly session: HB 19 (Delegate Joseph C. Lindsey)198 and SB 65 (Senator Mamie E. Locke).199
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Additionally, this legislation allows voters without any permissible ID to sign an affidavit attesting to
their identity. Under the new rule that eliminates the requirement to show a photo ID, though such an ID
will still be accepted, voters will still be required to show some other form of identification, such as a
voter confirmation document, a copy of a current utility bill, a bank statement, a government check or
paycheck or other government document that shows the name and address of the voter. These forms of
identification were formerly accepted in Virginia.
Under HAVA of 2002, a person who wants to vote in a federal election but does not show one of
the federal required forms of identification may still vote provisionally using Virginia required ID’s or an
affidavit.200
Current LWVUS and LWV-VA Positions
LWVUS: Five focus areas were identified by the League as essential to protecting the votes of all
citizens and improving election administration overall, one of which is to oppose photo ID and
documentary proof-of-citizenship.201
LWV-VA: Positions do not address photo ID.
Study Committee Recommendation
The study committee recommends that the LWV-VA Election Laws position be modified to include
•

Opposing the requirement that a voter present a photo ID at any voting location in order to be
able to vote.
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Appendix A
Excerpts of LWVUS and LWV-VA Positions on Election Law
Excerpts from LWVUS position in the Representative Government section of Impact on Issues, 20182020, are in plain text below. For the full position, please see:
https://www.lwv.org/sites/default/files/2019-04/LWV 2018-20 Impact on Issues.pdf
Excerpts from LWV-VA Election Laws position in Positioned for Action, 2019 are in italics below. For
the full position, please see:
https://lwv-va.org/wp-content/uploads/2019/06/lwv-va-positions-Full-2019-Final-6-2-19.pdf
LWVUS Principles may “serve as an authority for action” if the state does not have an explicit position
on a particular topic. (LWVUS, p. 13; see also LWV-VA Bylaws Article 10, Section 1, p. 4)
Part A: Include election processes, laws, and regulations (e.g., post-election audits that ensure free
and fair election results, transparency, security, and accountability).
• LWVUS supports the implementation of voting systems and procedures that are “secure,
accurate, recountable, accessible, and transparent.” (LWVUS, p.11)
• Leagues should also consult standards developed by the Election Assistance Commission (EAC)
pertaining to voting systems when studying or improving their own voting systems. (LWVUS,
p.16)
• Position in Brief: The League of Women Voters of Virginia believes that democratic government
depends on the informed and active participation of its citizens; that voting is a right and
responsibility; and that election laws, regulations and administrative procedures should be
uniformly designed and applied, and adequately funded to facilitate and increase voter
participation throughout Virginia. (LWV-VA, p. 2)
• The LWV-VA supports: Legislation to allow all registered voters to vote absentee prior to
Election Day without specifying a reason. Both choices–voting in person or by mail—should be
offered. (This no-excuse absentee voting is sometimes called “early voting”.)
• The use of satellite voting facilities, in areas where distance or inadequate transportation make it
difficult for voters to reach a central election office for in-person absentee voting;
• •The provision by all localities of evening and weekend voting hours at central and satellite
offices, for several weeks before general elections;
• •The use of electronic means for submitting absentee ballots by military and overseas voters if it
can be accomplished while m a i n t a i n i n g ballot security and integrity (see Part C)
• And A pilot program of all-mail voting to test its use in some elections. (LWV-VA, p.4)
• support for vote centers, adopted in2013 (LWV-VA, .3)
• NB: Post-election audits are not specifically mentioned in the LWV-VA position
Part B: Prepare amendments to the State position to strengthen support for security, including
physical security of voting equipment and ballots and management of security during in-person
absentee voting.
• LWVUS supports the implementation of voting systems and procedures that are “secure,
accurate, recountable, accessible, and transparent” (LWVUS, p.11). At Convention 2006,
[League] delegates further clarified this position with a resolution stating that the Citizens’ Right
to Vote be interpreted to affirm that LWVUS supports only voting systems that are designed so
that:
o they employ a voter-verifiable paper ballot or other paper record, said paper being the
official record of the voter’s intent;
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o
o
o
o
o
•

the voter can verify, either by eye or with the aid of suitable devices for those who have
impaired vision, that the paper ballot/record accurately reflects his or her intent;
such verification takes place while the voter is still in the process of voting;
the paper ballot/record is used for audits and recounts;
the vote totals can be verified by an independent hand count of the paper ballot/record;
routine audits of the paper ballot/record in randomly selected precincts can be conducted
in every election, and the results published by the jurisdiction. (LWVUS, p.16)

The LWV-VA document does not discuss verifiable paper ballots or audits. When that position
was written, some precincts in Virginia were still using the Direct Recording Electronic (DRE)
machines

Part C: Review language supporting electronic voting using the Internet.
• Since 2013, LWVUS has promoted five key proactive election reform priorities:
o secure online voter registration,
o permanent and portable statewide voter registration,
o expansion of early voting,
o improvement of polling place management,
o and electronic streamlining of election processes. (LWVUS, p.13)
•
•

Prior to the election the LWV-VA supports
o The use of electronic means for submitting absentee ballots by military and overseas
voters if it can be accomplished while maintaining ballot security and integrity;
LWV-VA recommends these measures for ensuring and efficient voting process at the polls:
o Electronic poll books, with back-up paper copies for emergencies
o Appropriate precinct sizes and numbers of voting machines to minimize voting delays
o Well-trained officers of election
o Polling places selected to maximize voter participation and near public transportation
where possible
o Legislation to allow all registered voters to vote absentee without specifying a reason
(LWV-VA, p.4)

Part D: Add a statement opposing requirement for photo ID at polls.
• Five focus areas [are] identified by the League as essential to protecting the votes of all citizens
and improving election administration overall:
o Oppose photo ID and documentary proof-of-citizenship;
o Improve administration of statewide database systems;
o Guard against undue restrictions on voter registration;
o Improve polling place management; and
o Improve poll worker training. (LWVUS, p.11)

The LWVUS has national positions on issues such as opposition to requirements for photo
identification and other measures that restrict access to registration and voting, and support of
voting systems that are secure, accurate, recountable, accessible, and provide a voter verifiable
paper trail. Therefore, those topics were not covered in the study and are not specifically
addressed in the current positions (LWV-VA, p.3)
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Appendix B
Physical Protection of Voting Systems
Survey of Local Leagues
If you have served as an Election Officer, observed your Electoral Board, or observed members of the
Registrar’s Office preparing election machines before an election, please put a check or X in front of the
measures that your jurisdiction’s Office of Election takes.
Note that "Components of voting systems" include ballots, optical scanners, voting machines, electronic
poll books, and precinct registers or physically vulnerable records.
Please return your survey to Sidney Johnson http://sidneyjohnson3@verizon.net by November 18, 2019.
Thank you very much for your help.
Certification and usability:
____Voting machines certified by the State Board of Elections
_____ for voters and poll workers before the election
_____Computers dedicated to producing a sensitive program are isolated from others, e.g.
computers used for software for pollbooks are not used for anything else; only a few people use them.
Physical access and security measures:
Physical access restricted to all components of voting systems:
_____Prior to election
_____During delivery to poll worker’s home or polling place
_____At the polling place
_____Canvass, a reconciliation of tapes from the machines with the Statements of Record
_____Audits
_____Inventory and documentation for all physical components, at all times before,
during, and after the election
_____Recording of who has access to ballots and election-related systems and why that person
has access
______Secure storage of machines and ballots (both before and after use) delivered to poll
worker’s home or polling place, including locations for in-person absentee voting
______Secure transmission of ballots to the location where they are counted, then stored.
______Additional comments:_____________________________________________
Your jurisdiction _____________________________________________________________________
This information will be used strictly to assess the coverage and scope of the survey results. No information
identifying or reporting about specific jurisdictions will be released.

Source: Election Audits Task Force of the League of Women Voters of the United States. (January, 2009) Report on
Election Auditing. League of Women Voters of the United States. p 7.
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